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Intrusion detection

§  Highly active research field
§  Novel methods require realistic evaluation data
§  Thus high demand for public datasets

Intrusion detection datasets and surveys thereof

§  Multitude of datasets exist
§  Researchers struggle to find appropriate datasets and understand their limitations
§  Surveys quickly become outdated and are either incomprehensive or superficial

Addressing survey shortcomings with COMIDDS

§  Idea: Survey as website backed by GitHub repo
§  Allows for continuous extensions, corrections, and contributions
§  Also enables change tracking and automatic processing

Motivation
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A comprehensive, continuous, and collaborative intrusion detection datasets survey

Goal: Aid researchers in finding appropriate datasets and understand their limitations

§  Comprehensive: High dataset coverage within scope, thorough information on each
§  Continuous: We keep adding new datasets and improving existing entries
§  Collaborative: Contributions welcome! – Also check your own dataset descriptions J

Scope: Enterprise networks

§  Clients and servers running Windows, Linux etc.
§  Network appliances (routers, switches, firewalls)
§  Common applications and services (e.g., web, mail, directory)

COMIDDS features

§  Overview table of all reviewed datasets
§  Detailed page for each dataset with info on environment, activity, files, references
§  CSV, visualizations, related work, contribution guide

Quick Introduction to COMIDDS
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https://fkie-cad.github.io/COMIDDS/
Live Demo
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Findings

§  Many datasets have significant limitations or deficiencies – always question fitness for purpose!
§  There is a trend towards host-based logs (as compared to netflows and pcaps)
§  Datasets with realistic benign behavior (i.e., performed by humans in a production environment) hardly exist

Conclusion

We hope that COMIDDS gains acceptance as a reference survey for intrusion detection datasets!

Findings and Conclusion
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